
CONJURA · OPEN PROBLEM

No Key Agreement from Garbling One-Way-
Function Circuits
Arbitrary polynomial round complexity

Status. Statement: AI-written from Sanjam Garg, Mohammad Hajiabadi,
Mohammad Mahmoody and Ameer Mohammed, Limits on the Power of
Garbling Techniques for Public-Key Encryption, Cryptology ePrint Archive 2018,
not yet checked by a human. The two-message case, equivalent to public-
key encryption, is proved as a theorem of the paper, and the extension
to 2m-round key agreement for every constant m is asserted and sketched
in the paper’s Appendix A but never stated as a theorem; nothing at all
is claimed for round complexity that grows with the security parameter,
which is exactly what the conjecture asserts.

Category. Idealized Models & Non-Uniformity.
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Conjecture (informal). Garbled circuits are the most powerful
cryptographic technique we know that needs nothing beyond one-way
functions. Garbling a circuit that has one-way-function gates buried
inside it is a genuinely non-black-box use of that one-way function,
even though the garbling machinery itself is used as a black box, so
classical black-box impossibility results say nothing about it. The paper
studied here shows that this technique still cannot produce public-key
encryption: relative to an idealized oracle providing a random function
together with garbling of circuits with gates for that function, secure
garbling exists but public-key encryption does not. Public-key encryption
is exactly two-message key agreement, and the paper reports that its
argument survives for any fixed number of rounds, but breaks once the
number of rounds is allowed to grow with the security parameter: the
proof removes the garbling-evaluation queries one round at a time, and
each removal inflates the protocol’s communication by a polynomial
factor, so a growing number of rounds compounds into a tower of
polynomials. The conjecture is that the separation nonetheless holds
with no restriction on round complexity — that garbling circuits with
one-way-function gates cannot give any key agreement at all. For
plain random oracles the corresponding statement has been known for
decades, with no dependence on the number of rounds, so the round
restriction here looks like an artifact of the proof rather than a feature
of the world.

1 The setting
Whether public-key encryption can be based on one-way functions
is a foundational open question. Impagliazzo and Rudich [IR89]
ruled out fully black-box constructions of key agreement — and
hence of public-key encryption — from one-way functions, and
Barak and Mahmoody [BMG09] sharpened this to an optimal query
attack on any key exchange in the random-oracle model. Crucially,
neither result restricts the round complexity of the protocol being
attacked: for a plain random oracle, the number of rounds was
never a parameter of the impossibility.

These results say nothing about non-black-box uses of the one-way
function, and one of the most powerful classes of non-black-box
techniques that can be based on one-way functions alone is Yao’s
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garbled circuit technique [Yao86, BHR12]. Garbling a circuit that
has one-way-function gates inside it uses the circuit description of
the one-way function, and is therefore a non-black-box use of it in
the taxonomy of [RTV04], even though the garbling mechanism
itself is used only as a black box. That the distinction is not idle
was shown by Döttling and Garg [DG17], whose identity-based
encryption construction uses precisely this technique to step around
an earlier black-box barrier.

The paper studied here closes that route for public-key encryp-
tion: there is no fully black-box construction of PKE from a one-way
function f together with a garbling scheme for circuits with f -gates.
The garbling is projective — labels are chosen per input bit, so
garbled inputs can be assembled wire by wire — which is what
separates the result from the earlier separation of Asharov and
Segev [AS15], which covers only non-decomposable garbling, and
from the zero-knowledge-based limitations of Brakerski, Katz, Segev
and Yerukhimovich [BKSY11]. The proof is a compilation: rela-
tive to an idealized garbling oracle, the garbling-evaluation queries
are removed from encryption and then from decryption, leaving a
construction that is inefficient but still makes polynomially many
queries to a plain random oracle, at which point [IR89] applies.

Since public-key encryption is exactly two-message key agree-
ment, the natural strengthening is to key agreement with no restric-
tion on the number of rounds. The paper reports that its argument
extends to any constant number of rounds and states exactly what
stops it going further: the rounds are compiled out one at a time,
and each compilation inflates the protocol’s parameters — notably
its communication complexity — by a polynomial factor, so a super-
constant number of rounds produces a tower of polynomials and
the argument dies. Settling the polynomial-round case would put
garbling of one-way-function circuits on the same footing as the
plain random oracle [IR89, BMG09], and would say that this whole
class of non-black-box techniques cannot produce any public-key
primitive at the key-agreement level, not merely the two-message
ones.

What is known. The paper gives the full proof for public-key
encryption: an idealized oracle ( f ,gc,gi,eval, rev) relative to which
one-wayness and secure garbling of f -aided circuits both hold, plus a
two-step compilation removing garbling-evaluation queries first from
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encryption and then from decryption, with correctness and security
losses that are inverse-polynomial for suitable parameter choices.
Appendix A of the paper sketches the same compilation for one
round of an interactive protocol, which yields the constant-round
key-agreement case by iteration, and states the polynomial parame-
ter blow-up per iteration as the reason iteration cannot be carried
a super-constant number of times. Appendix B additionally shows
the same oracles support non-interactive witness-indistinguishable
proofs for satisfiability of f -aided circuits, which resolves an open
question of Brakerski et al. about protocols with imperfect complete-
ness in the PKE and constant-round key-agreement cases.

2 Notation and parameters
• 𝜅 ∈ N is the security parameter and negl(𝜅) denotes an arbi-

trary function that is 𝜅−𝜔(1) ; a quantity is non-negligible if it is
not of this form. PPT means probabilistic polynomial time,
and an oracle PPT is a PPT algorithm that may make oracle
calls.

• f denotes a function {0,1}∗ → {0,1}∗. An oracle algorithm
S breaks the one-wayness of f if

Pr
x←{0,1}𝜅

[
S (1𝜅 , f (x)) ∈ f −1 ( f (x))

]
is non-negligible in 𝜅.

• A binary-output oracle-aided circuit C is a circuit built from
Boolean gates together with oracle gates, whose output is a
single bit. Its input size is inpsize(C), its size |C| is its number
of gates and input wires, and Cf denotes C with every oracle
gate instantiated by f .

• C̃ denotes a garbled circuit and labeli ,b the label for the value
b ∈ {0,1} on the i -th input wire; for x ∈ {0,1}m , xi is its i -th
bit and {labeli ,xi }i ∈[m ] is the garbled input for x .

• X
c≈ Y means that the two families of random variables

indexed by 𝜅 are computationally indistinguishable: every
PPT distinguisher has advantage negl(𝜅).
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• ⟨AO (ra),BO (rb )⟩(1𝜅) denotes an execution of an interactive
protocol between oracle algorithms A and B with oracle access
to O , private randomness ra and rb and no other inputs, and
Trans⟨A(ra),B (rb )⟩ denotes the resulting transcript. When
A and B are given oracle access to both f and the three
algorithms of a garbling scheme L we write A f ,L and B f ,L .

The parameters are:

• 𝜅, the security parameter.

• m: in Definition 2, half the round complexity of the protocol
(the number of message pairs); in Definition 1, the input size
of the circuit being garbled.

• 𝛿, the key-disagreement probability; the protocol is correct
when 𝛿(𝜅) ≤ 1/p (𝜅) for some polynomial p .

• 𝛾, the eavesdropper’s probability of outputting the agreed key;
the protocol is secure when this is negligible.

Definition 1 (Garbling scheme for oracle-aided circuits
relative to f ). Fix a function f . A triple of algorithms L =

(Garb,Eval,Sim) is a garbling scheme for oracle-aided circuits rela-
tive to f (equivalently, with f -gates) if:

• Garb(1𝜅 ,C) takes the security parameter and a binary-
output oracle-aided circuit C with m = inpsize(C), and
outputs a garbled circuit C̃ together with a set of labels
{labeli ,b }i ∈[m ],b∈{0,1} ;

• Evalf
(
C̃, {labeli ,bi }i ∈[m ]

)
takes a garbled circuit and a gar-

bled input and outputs a value in {0,1}∗ ∪ {⊥};

• Correctness. For every binary-output oracle-aided circuit
C with m = inpsize(C) and every x ∈ {0,1}m ,

Pr
[
Cf (x) = Evalf

(
C̃, {labeli ,xi }i ∈[m ]

) ]
= 1,

the probability being over (C̃, {labeli ,b }i ∈[m ],b∈{0,1}) ←
Garb(1𝜅 ,C);
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• Security. For every polynomialm = m (𝜅), every poly-size
binary-output oracle-aided circuit C with inpsize(C) = m
and every x ∈ {0,1}m ,(

C̃, {labeli ,xi }i ∈[m ]
) c≈ Sim

(
1 |C | ,m,Cf (x)

)
,

where (C̃, {labeli ,b }i ∈[m ],b∈{0,1}) ← Garb(1𝜅 ,C).

The labels are per input bit (“projective” or “decomposable”
garbling): a garbled input for a string is assembled wire by wire
out of independently chosen labels. A scheme is correct if it
satisfies the correctness clause. The pair consisting of a one-way
function f and such a scheme L is the primitive GC-OWF.

Definition 2 (Key-agreement protocol). For m ∈ N, a 2m-
round key-agreement protocol is a pair of PPT interactive algo-
rithms (A,B) such that ⟨A(ra),B (rb )⟩(1𝜅) = (ka ,kb ) for private
randomness ra ,rb ; write k := ka .

• Correctness. For a function 𝛿(·) the protocol is (1 − 𝛿)-
correct if Pr[ka = kb ] ≥ 1−𝛿(𝜅) for every 𝜅, the probability
being over the randomness of A and B . It is correct if it is
(1 − 𝛿)-correct with 𝛿(𝜅) = 1/p (𝜅) for some polynomial
p .

• Security. For a function 𝛾(·) the protocol is 𝛾-secure if for
every PPT adversary E and every 𝜅, Pr[E (1𝜅 ,Tr) = k ] ≤
𝛾(𝜅), where Tr← Trans⟨A(ra),B (rb )⟩ and the probability
is over the randomness of E, A and B . It is secure if it is
𝛾-secure for some 𝛾(𝜅) = negl(𝜅). An adversary E breaks
the protocol if Pr[E (1𝜅 ,Tr) = k ] is non-negligible in 𝜅.

Definition 3 (Fully black-box construction of key agree-
ment from GC-OWF). A fully black-box construction of a key-
agreement protocol from GC-OWF consists of a pair of oracle
PPT interactive algorithms (A,B) together with an oracle PPT
security reduction S = (S1,S2), such that for every function
f and every correct garbling scheme L = (Garb,Eval,Sim) for
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oracle-aided circuits relative to f (Definition 1) both of the
following hold.

• Correctness. ⟨A f ,L ,B f ,L⟩ is a correct key-agreement pro-
tocol in the sense of Definition 2. (The paper’s Defini-
tion 3.6 states this bar as (1− 1

2𝜅 )-correctness and remarks
that the choice is without loss of generality by correctness
boosting.)

• Security. For every adversary E that breaks ⟨A f ,L ,B f ,L⟩,
either

– S f ,L,E1 breaks the one-wayness of f ; or

– S f ,L,E2 breaks the security of L relative to f : for
some binary-output oracle-aided circuit C with
m = inpsize(C) and some x ∈ {0,1}m , the algo-
rithm S f ,L,E2 distinguishes

(
C̃, {labeli ,xi }i ∈[m ]

)
from

Sim
(
1 |C | ,1 |x | ,Cf (x)

)
with non-negligible advantage,

where (C̃, {labeli ,b }i ∈[m ],b∈{0,1}) ← Garb(1𝜅 ,C).

The round complexity of ⟨A,B⟩ is whatever (A,B) prescribe.
Since A and B are PPT it is bounded by a polynomial in 𝜅; it
is not required to be bounded by a constant.

3 The conjecture

Conjecture 1 (no key agreement from GC-OWF). There
is no fully black-box construction of a key-agreement protocol from
GC-OWF in the sense of Definition 3.
Equivalently and explicitly: for every pair of oracle PPT interactive al-
gorithms (A,B) and every oracle PPT security reduction S = (S1,S2),
there exist a function f : {0,1}∗ → {0,1}∗ and a correct garbling
scheme L = (Garb,Eval,Sim) for oracle-aided circuits relative to f
(Definition 1) such that at least one of the following fails:

1. ⟨A f ,L ,B f ,L⟩ is a correct key-agreement protocol (Definition 2);

2. for every adversary E that breaks ⟨A f ,L ,B f ,L⟩ (Definition 2),
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either S f ,L,E1 breaks the one-wayness of f or S f ,L,E2 breaks the
security of L relative to f (Definition 3).

Remark 1 (round complexity is the whole content). No bound
is placed on the round complexity of ⟨A,B⟩ beyond the polynomial
bound implied by A and B being PPT. The two-message case,
which is equivalent to public-key encryption, is a theorem of the
paper (Theorem 4.1). The paper further asserts, and sketches in its
Appendix A, the extension to 2m-round key agreement for every
constant m. The content of the conjecture is protocols whose round
complexity is 𝜔(1) as a function of 𝜅.

Remark 2 (why it matters, and where to attack). It is the dif-
ference between “garbling one-way-function circuits cannot give
you public-key encryption” and “garbling one-way-function circuits
cannot give you public-key cryptography at all”. Round complex-
ity is not a restriction in the corresponding random-oracle re-
sults [IR89, BMG09], so a gap that exists only for super-constant
rounds looks like an artifact of the compilation technique rather
than a real boundary; if instead it is real, then there is a genuinely
interactive way of exploiting garbling that nobody has found, which
would be a much more interesting outcome. Either answer is in-
formative, and the class of techniques covered is broad: the paper
notes that all known constructions combining garbling with one-way
functions fall inside its model. The obstruction is a single named
quantity — the polynomial blow-up in the protocol’s parameters
incurred per round of compilation — which can be attacked directly,
either by finding a compilation whose cost does not compound, or
by proving the separation without round-by-round compilation at
all.

Remark 3 (caveats for a reviewer). The paper poses this as a
future direction, not as a numbered conjecture, so the direction of
the answer — that the separation does extend to polynomially many
rounds — is the paper’s evident expectation but is never asserted by
it; the alternative framing would be a question rather than a conjec-
ture. Second, Conjecture 1 is a transposition: it mirrors the paper’s
Definition 3.6 (fully black-box construction of PKE from GC-OWF)
with the key-agreement notion of the paper’s Appendix A substi-
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tuted for the PKE notion. The paper never writes that combined
definition out, so the wording here is faithful but not quoted. Third,
the correctness notion of Definition 2 permits inverse-polynomial
disagreement, which is unusually weak; anyone attacking the prob-
lem should decide whether they want that or negligible error, and
the answer might differ between the two. Fourth, the constant-round
case is only sketched in the paper’s appendix, so a would-be prover
should not assume the constant-round machinery is fully written
down anywhere. Finally, no follow-up work settling the polynomial-
round case is known to the author of this record, but this has not
been verified against the post-2018 literature and should be checked
before publication.
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