CONJURA - OPEN PROBLEM

The existence of an auxiliary primitive that only works with a one-way
Sfunction

Status. Statement: Al-written from Geoffroy Couteau, Pooya Farshim and
Mohammad Mahmoody, Black-Box Uselessness: Composing Separations in Cryp-
tography, Cryptology ePrint Archive 2021, not yet checked by a human. No
case is settled: the paper proves only that two relaxations — distributional
black-box helpfulness (Theorem 6.8) and class helpfulness (Theorem 6.12)
— follow from an unproved amplification conjecture about Simon’s oracle,
and the complementary statement that one-way functions are black-box
useless for collision resistance is likewise open.

Category. Black-Box Separations & Reductions.



Conjecture (informal). Simon showed that collision-resistant hash
Sfunctions cannot be built from one-way functions in a black-box way,
by exhibiting a random permutation together with an oracle that
returns collisions for any circuit built from it: relative to that pair,
one-way permutations exist but collision-resistant hashing does not.
This paper asks the sharper question of whether one-way functions are
entirely useless for collision resistance, meaning that no auxiliary
primitive is ever made sufficient for collision resistance by adding
a one-way function to it. The authors conjecture the opposite. That
is, they conjecture that there exists some auxiliary primitive from
which collision-resistant hashing cannot be built in a black-box way,
but from which, together with an arbitrary one-way function, it can.
This would exhibit a natural inhabitant of the gray zone between
separation and uselessness, and would explain why one-way functions
might yet play a role in future constructions of collision resistance
Jfrom apparently weaker ingredients. The paper describes why proving
it looks hard: Simon’s result is an oracle separation and it is unclear
how to relativize it, and the concrete candidate auxiliary primitive
the authors propose reduces the conjecture to an unproved statement
about the simultaneous hardness of inverting a one-way function and
a random permutation.

1 The setting

Simon [ | separated collision-resistant hash functions from one-
way functions (indeed from one-way permutations) by exhibiting
a pair of oracles (r,Coll™), where 7 is a random permutation and
Coll™ takes as input a circuit with 7-gates and returns a random
collision for it, relative to which one-way permutations exist but
collision-resistant hashing does not. This paper studies whether such
separations compose: a primitive Q is called black-box useless for
# if adding Q to any auxiliary primitive never enables a black-box
construction of # that the auxiliary primitive did not already enable,
and black-box helpful otherwise. The compiling-out separations lift
to uselessness in full (Theorems 5.6 and 5.7); the transcript-sampling
separations lift only partially, giving uselessness of one-way functions
for perfectly correct unbalanced, constant-round imperfect, and
one-round key agreement, with the general case left as an open



conjecture. Simon’s oracle separation, the authors observe, does
not obviously lift at all, since it is not clear how to relativize an
oracle separation of this kind. They conjecture that this failure is
inherent, and that one-way functions are in fact helpful for collision
resistance.

The gray zone between separation and uselessness is known
to be non-empty, but only for artificial reasons: taking the joint
primitive consisting of a collision-resistant hash function and a
trapdoor permutation, neither component alone black-box implies
the pair (using [ ] in one direction and Fischlin [ ] in the
other), yet each is trivially helpful for it. A proof of this conjecture
would give “a natural (and important) example of a primitive which
does not black-box imply another primitive, yet is black-box helpful
for it”, and, as the paper stresses, would be an indication of why
one-way functions could feature in future black-box constructions
of collision resistance from seemingly weaker assumptions.

The paper offers two routes. The first takes the candidate auxil-
iary primitive to be Simon’s pair (7, Coll”) itself, and uses the result
of Holmgren and Lombardi | ] that exponentially secure one-
way product functions black-box imply collision-resistant hashing;
making this work requires showing that for every one-way function
F the pair (F, (7, Coll™)) is product one-way, which the authors could
not prove. The second route uses the backdoored random oracle
model of Bauer, Farshim and Mazaheri | ], whose leakage
oracle is strong enough to implement Simon’s collision finder and
where two independent instances combine into a collision-resistant
hash function under a communication-complexity conjecture.

Because proving the conjecture seems quite challenging, the
paper formulates two relaxations to gauge its plausibility — one
using distributional black-box reductions, which need only work
for a measure-one set of implementations, and one using class
reductions in the sense of Shaltiel [ ], which need only work for
efficient implementations — and shows that both follow from the
amplification conjecture about Simon’s oracle. The distributional
route falls short of the full conjecture because the measure-one set of
auxiliary implementations depends on the one-way function, so no
universal auxiliary primitive can be extracted; restricting to efficient
one-way functions is what recovers a single implementation via
Borel-Cantelli. Reduction terminology throughout follows [ I



2 Notation and parameters

A € N is the security parameter; PPT means probabilistic
polynomial time; an oracle-aided PPT machine runs in polyno-
mial time relative to every oracle, counting each oracle call
as one step.

¥ denotes the primitive of one-way functions, CRH the prim-
itive of collision-resistant hash functions, and Z an auxiliary
primitive; all three are cryptographic primitives in the sense
of Definition

(7,2Z) denotes the joint primitive whose implementations are
pairs (F,Z) of implementations of ¥ and Z, and which is
broken when either component is broken.

Calligraphic letters ,Q,Z,7,CRH denote primitives; sans-
serif letters P,Q,Z,F,H denote particular implementations of
them.

The parameters are:

A, the security parameter.

Z, the auxiliary primitive whose existence is asserted; the
whole content of the conjecture is that some such primitive
exists.

¥, the primitive of one-way functions (Definition 7).

CRH, the primitive of collision-resistant hash functions (Def-
inition 0).

3 The conjecture

Definition 1 (Cryptographic primitive). A cryptographic prim-
itive is a pair P = (Fp,Rp), where Fp is the set of functions
implementing P and Ry is a relation; for P € Fp, (P,4) € Rp
means the adversary A breaks P. At least one P € Fp must be
computable by a PPT algorithm.



Definition 2 (Joint primitive). Given ¥ = (Fp,Rp) and
Q = (Fq,Rq), the joint primitive (#,Q) has implementations
Fp X Fg, and ((P,Q),(4p,Aq)) lies in its breaking relation iff
(P,Ap) € Rp or (Q,4q) € Rq.

Definition g (Fully black-box reduction). A fully black-box
reduction of a primitive # to a primitive Q is a pair (P,S) of
oracle-aided PPT machines such that for every implementation

Qe Fg:
* (implementation reduction) PQ ¢ Fp; and

* (security reduction) for every function 4 with (P®,4) €
Rp, it holds that (Q,5%4) € Rq.

We say Q fully black-box implies P if such a pair exists.

Definition 4 (Fully black-box helpfulness). A primitive Q
is fully black-box helpful for a primitive P if there exists an
auxiliary primitive Z such that the joint primitive (@, Z) fully
black-box implies #, yet Z alone does not fully black-box imply
#. (This is the negation of Q being fully black-box useless for
P.)

Definition 5 (One-way functions). The primitive ¥ of one-
way functions has as implementations all functions F, and an
adversary A4 breaks F if there is a polynomial p such that for
infinitely many 4 € N,

1
A — R
xior,l}ﬂ [F(AQYF(x)) = F(x)] > FIos

Remark 1 (what the paper actually states). The paper’s Defini-
tion 2.6 (p. 10) defines a one-way function as an oracle-aided PPT
machine relative to an oracle, secure against PPT adversaries with
negligible advantage. The breaking relation displayed in Definition

is the correct negation of that negligibility requirement, and the
paper’s Definition 2.2 does quantify over arbitrary functions 4; but



the reading of Fi as “all functions F” is a reconstruction from the
paper’s usage F € Fr on p. 31 rather than a definition the paper
gives.

Definition 6 (Collision-resistant hash functions). The prim-
itive CRH of collision-resistant hash functions has as imple-
mentations keyed compressing functions H, which map a key
k € K, and an input x to a shorter digest H(%,x); an adversary
A breaks H if there is a polynomial p such that for infinitely
many 4 € N,

Pg( [(x,x’) — AQYk) -

k=%,
x#x A H(k,x) =H(k,x")| > 1
’ T @)y

Remark 2 (the syntax of CRH is not fixed by the paper). The
paper gives no definition of collision-resistant hash functions: its
Section 2.2 (pp. 10-11) defines one-way functions (Definition 2.6),
key agreement (Definition 2.7) and (approximate) indistinguisha-
bility obfuscation (Definition 2.8) only. Definition 6 is therefore
supplied by the drafter of this record, and is deliberately generic,
since the paper leaves both the syntax and the compression param-
eters unspecified and any standard instantiation is intended. For
concreteness one may read K; = {0,1}* with inputs x € {0,1}**
and digests H(k,x) € {0,1}*, but those parameters, and the com-
pression ratio they fix, are the drafter’s instantiation and not the
paper’s.

Conjecture 1 (one-way functions are black-box helpful for
collision resistance). There exists a cryptographic primitive Z
such that:

1. there exists a fully black-box reduction of CRH to the joint
primitive (F,2Z); and

2. there exists no fully black-box reduction of CRH to Z alone.
Equivalently: ¥ is fully black-box helpful for CRH.

Remark 3 (the paper’s own phrasing). The conjecture is stated



in the paper as “One-way functions are fully black-box helpful for
collision-resistant hash functions” (p. 29), and announced already
in the introduction as “Indeed, we conjecture the opposite: OWFs
are blackbox helpful for building CRHFs” (p. 7). The notion is
defined there as: “we call primitive Q black-box helpful (BBH) for
P, if there exists an auxiliary primitive Z such that there exists
a black-box construction of P from (Q, Z), but there exists no
black-box construction of P from Z alone” (p. 1). The unfolding
in Conjecture 1 and Definition 4 is a reconstruction at the level
of primitives: the paper says of its Section 6 that it maintains “a
relatively informal discussion”, so while the unfolding matches the
paper’s informal definition and its formal distributional analogue
(Definition 6.4), it is not stated by the paper in this form.

Remark 4 (openness). The conjecture is entirely open, and so is
its complement. “At first sight, it is not clear how one would extend
Simon’s strategy to prove that one-way functions are BBU for CRHFs.
In fact, we believe that this is inherent: we conjecture that the answer
to the above question is no” (p. 29), and “While we believe that
Conjecture 6.1 holds, proving it seems quite challenging” (p. 29).
Refuting the conjecture means proving that one-way functions are
fully black-box useless for collision resistance, which is itself a strong
and unproved statement; a would-be refuter should be clear which
direction is being attacked.

Remark 5 (what is proved). “Towards getting a better understand-
ing of its plausibility, we introduce two natural relaxations of the
conjecture, and show that each of these natural relaxations would
follow from a plausible conjecture regarding Simon’s oracle, which
might be of independent interest” (p. 29). Concretely, Theorem 6.8
shows that the distributional relaxation (Conjecture 6.5) follows
from the amplification conjecture about Simon’s oracle (Conjec-
ture 6.7), and Theorem 6.12 shows that the class-reduction relax-
ation (Conjecture 6.11) follows from the same conjecture, using a
Borel-Cantelli argument over the countable class of efficient one-way
functions to extract a single auxiliary implementation that works for
all of them. The distributional statement does not upgrade to the
full conjecture because, in the paper’s words (p. 32), “the measure
1 of implementations Z in Fz needs not be the same for every
F, which is the reason why we cannot extract from this proof a



universal primitive”. Section 6.4 records a second, independent
route via backdoored random oracles | ], conditional on a
communication-complexity conjecture from that work.

Remark 6 (caveats for a reviewer). Four things a reviewer should
check. First, the formalization of CRH is the drafter’s (Remark 2);
nothing in the conjecture should turn on keyed versus unkeyed
hashing, or on the compression ratio, and that should be confirmed.
Second, the primitive-level unfolding of “fully black-box helpful”
is a reconstruction from a section the paper itself calls informal
(Remark 3). Third, the direction of attack matters: a refutation
is a uselessness theorem, not merely the absence of a helpful Z
(Remark 4). Fourth, no resolution since January 2021 is known to
the author of this record, but follow-up work on one-way product
functions and on Simon’s oracle has not been exhaustively surveyed.
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