CONJURA - OPEN PROBLEM

Can a pseudorandom correlation function based on sparse LPN stay secure
against an adversary that asks for subexponentially many correlations,
rather than only superpolynomially many?

Status. Statement: Al-written from Lennart Braun, Geoffroy Couteau,
Kelsey Melissaris, Mahshid Riahinia and Elahe Sadeghi, Fast Pseudorandom
Correlation Functions from Sparse LPN, IACR ePrint 2025/1644; ASIACRYPT
2025. Not yet checked by a human. Open: the source poses it as the first of
its two open questions and takes no position on the answer, so the direction
fixed below is this page’s reading and not the source’s claim. Nothing is
settled in either direction; the one follow-up construction from sparse LPN
inherits the same superpolynomial ceiling.

Category. MPC, Foundations.

Conjecture (informal). 4 pseudorandom correlation function lets
two parties turn a pair of short keys into as much correlated random-
ness — oblivious transfers, vector-OLEs, Beaver triples — as they
will ever need, with no further interaction. The source paper gives the
Jirst such construction that is both fast and based on a well-studied
assumption, sparse LPN, but pays for it in the one place asymptotics
can see: its security survives an adversary that runs for subexponential
time only as long as that adversary asks for at most superpolynomially
many correlations, where the earlier candidates from newer assump-
tions plausibly tolerated subexponentially many. This conjecture says
the gap is an artefact of the construction rather than of the assumption:
some PCF based on sparse LPN is secure against subexponentially
many queries as well as subexponential time.

1 The setting

A pseudorandom correlation function (PCF) for a correlation Y is
a pair of algorithms (Gen,Eval): Gen(1') outputs two keys, and
Eval(o, ks, x) is deterministic, so that on any common input x the



two parties’ outputs look like a fresh sample from Y, and each
party’s output looks random given the other’s key [ 1
The quantitative version, which is the one this page is about, is
Definition o: security is graded by three functions, a bound B on
the adversary’s size, a bound N on how many inputs it may query,
and the advantage ¢ it is allowed.

Every construction in this line is parameterized by an LPN-style
assumption, and the source paper’s is sparse LPN: the code matrix is
sampled with £ non-zero entries per row, an assumption introduced
by Alekhnovich [ ] whose cryptanalysis has been studied for
two decades. That is what makes the paper’s construction the first
efficient PCF from an assumption nobody had to invent for the pur-
pose. Its predecessors bought their efficiency with new assumptions
— variable-density LPN [ , ] and expand-accumulate
LPN | ] — or their standardness with unusable speed,
one OT per second from quadratic residuosity [ I

What the source achieves, and where it stops. The construction
iterates the primal PCG of Boyle et al. | ] L times, so that
a short seed expands through intermediate sparse-LPN instances
s(O = 4O (=1 4 (O with the rows of each A sampled on the
fly from a random oracle. Two constraints fight each other in the
choice of L. Evaluating one output entry costs £~ operations, and the
paper’s first parameter constraint is that this stay polynomial, since
“evaluation must run in polynomial time”; meanwhile the number
of queries the top-level matrix can absorb is the number of its rows.
With the parameters the paper settles on, it reports that the PCF
is secure for up to m") = pOUogn/loglogn) qyeries, and summarizes:
“these parameters achieve security with inverse-superpolynomial
advantage against subexponential-time adversaries making at most
superpolynomially-many queries to the PCF”.

The source states the resulting gap as a limitation of its own re-
sult: “Compared with previous constructions from VDLPN, EALPN,
DCR, or QR, our PCF comes with a theoretical limitation: while pre-
vious constructions were plausibly secure against a (subexponential-
time) adversary requesting a subexponential number of PCF evalu-
ations,” its own is not. It then asks, under the heading “Open Ques-
tions. We mention two interesting open questions:”, the question this
page records: “Is it possible to build a PCF with fully-subexponential



security (in runtime and queries) from sparse LPN? Our PCF only
achieves subexponential security up to superpolynomially-many
queries, a lower asymptotic security level compared to previous
candidates.”

What this page fixes and the source does not. The source asks
a question; a page here has to state a proposition, so Conjecture
fixes the affirmative direction. That choice is this page’s, not the
source’s, and a refutation — a proof that no PCF based on sparse
LPN can tolerate subexponentially many queries — would settle the
source’s question just as well. Three further readings are this page’s
own and are the first things a reviewer should challenge: that “from
sparse LPN” means the assumption of Definition 1 with a standard
noise distribution and no new variant; that the random oracle
model remains available, since removing it is the source’s second
open question and not this one; and that “fully-subexponential in
runtime and queries” is the reading in Conjecture 1, namely that a
single exponent ¢ serves for the adversary’s size, its query count
and its advantage.

2 Notation and parameters

* A is the security parameter; z is the LPN dimension, m the
number of samples, £ the row sparsity of the code matrix and
¢ the noise weight. All are functions of A.

* F, is a finite field and Fyr an extension of it.

* SparseCodeGen(k,m,n,FF) outputs a uniformly random matrix
in F™*" whose every row has exactly £ non-zero entries.

* Reg,(m,F) is the regular noise distribution: a vector in F"
formed by concatenating ¢ blocks of length m/¢, each a uni-
formly random unit vector.

* A subfield VOLE correlation of dimension n over Fyr is a tuple
((u,v),(A,w)) withu € F?, v,w € Fz,, A €Fp andw—ov = A-u.

* poly, negl and polylog have their usual meanings.

Definition 1 (Sparse LPN, the source’s Definition g5).
SparseLPN(%,n, m,Reg,,F) is the assumption that

(4,4 5 +¢) = (4.y),



where 4 « SparseCodeGen(k,m,n,F), s < F" ¢ « Reg,(m,F)
and y < F™. For a bound B: N — Nand ¢ : N — [0,1], say
the assumption is (B,&)-hard if every adversary of size B(1)
distinguishes the two distributions with advantage at most ().

Definition 2 (PCF, the source’s Definition ¢, af-
ter | I). Let M/ be a reverse-sampleable correla-
tion with output lengths £, ¢ and input length n(1). A pair
(Gen,Eval), with Gen(11) a PPT algorithm outputting keys
(ko,k1) and Eval(o, ks, x) a deterministic polynomial-time al-
gorithm on inputs x € {0,1}*Y) is an (N, B,&)-secure strong
PCF for Y if for every non-uniform adversary A of size B(1)
making at most N (1) oracle queries, and all large enough A:

o pseudorandom Y -correlated outputs: A distinguishes
an oracle answering each fresh query x with
(Eval(0, k9, x),Eval(1,£1,%)) from one answering with a
fresh sample of YV, with advantage at most £(1);

o security: for each o € {0,1}, given k,, A distinguishes
Eval(l - 0,k1-4,x) from Y.RSample(o,Eval(o,ks,x))
with advantage at most £(1).

A weak PCF is the same with both oracles queried at uniformly
random inputs rather than at inputs of A’s choosing.

3 The conjecture



Conjecture 1 (Subexponential-query PCF from sparse
LPN). There exist a constant 5 > 0, a field Fyr, parameter functions
n(d) = poly(2), m(2), t(1) and k(1) with3 < k(1) < n(1), and
a pair of algorithms (Gen, Eval) with keys of size poly(d), such that
(Gen, Eval) is an (N, B, g)-secure strong PCF for the subfield VOLE
correlation over Fyr (Definition =) with

NQ)=BQ)=2", e1)=2",

assuming only that SparseLPN(k,n,m,Reg,,F,) of Definition 7 is

(2’1(i , 274 )-hard for some constant 5’ > 0, together with a random
oracle.

Remark 1 (What the quantifiers are doing). ¢ is existentially
quantified, so the conjecture asks for some subexponential query
bound and not for a particular exponent; this is the weakest reading
of “fully-subexponential” that still separates the statement from what
the source proves, where N (1) is capped at nC(logn/loglogn) for 5
polynomially-bounded 7 and is therefore superpolynomial but not
91’ for any 6 > 0. The correlation is fixed to subfield VOLE because
that is the source’s headline correlation; the OT correlation, which
the source also achieves, would be an equally faithful reading and
is not a different problem.

Two further choices are worth arguing with. First, the source’s
phrase constrains runtime and queries, and says nothing about the
advantage; its own construction achieves “inverse-superpolynomial
advantage”, not 271" The statement above asks for a single expo-
nent to serve all three, which is the symmetric reading; a reader
who wants only what the source’s phrase demands should replace
& by an arbitrary negligible function, giving a weaker conjecture
that this one implies. Second, the sparsity £ is left free within Defi-
nition 1’s range rather than pinned to polylog(z). The source’s own
conservative flavour of the assumption does take £ = polylog(z), so
a construction that needed a much larger sparsity would answer this
statement while answering the source’s question less well; pinning
it here would instead make the conjecture strictly harder than the
question asked.

Remark 2 (Why the obvious route stalls). Neither the source nor



this page knows an obstruction, and this is the weakest point of the
problem as posed: the source names no barrier, only its own shortfall.
What can be said is where the parameters bind. In the source’s
recursion the query bound is the row count m") of the outermost
matrix, which grows with the number of levels L, while evaluation
of a single output costs £” operations, so polynomial evaluation
time forces £~ = poly(n) and hence L = O(log n/log k). With k =
polylog(n) that ceiling on L is what makes m(L) superpolynomial
rather than subexponential. Escaping it means either evaluating
an entry of a subexponentially long pseudorandom correlation in
polynomial time without a subexponential-depth recursion, or a
route to a PCF from sparse LPN that is not this recursion at all.
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