CONJURA - OPEN PROBLEM

Every earlier pseudorandom correlation function was already standard-
model secure on random inputs. Can one based on sparse LPN be, when
the oracle is what samples the code?

Status. Statement: Al-written from Lennart Braun, Geoffroy Couteau,
Kelsey Melissaris, Mahshid Riahinia and Elahe Sadeghi, Fast Pseudorandom
Correlation Functions from Sparse LPN, IACR ePrint 2025/1644; ASIACRYPT
2025. Not yet checked by a human. Open: the source poses it as the second
of its two open questions, and the direction fixed below is this page’s
reading rather than the source’s claim. Unlike its companion, this one
comes with a named obstruction from the source, and an independent
follow-up construction reports the random oracle as inherent to the same
recursion.

Category. MPC, Idealized Models.

Conjecture (informal). 4 pseudorandom correlation function is
weak if its outputs only have to look correlated-random when the
parties evaluate it at uniformly random inputs, and strong if they
may evaluate it anywhere. The gap between the two is usually free: hash
the input first, and a weak PCF becomes a strong one in the random
oracle model. So every PCF before the source paper’s was already secure
in the standard model in its weak form, and used its random oracle
only for that final boost. The source’s construction is the first where
the oracle does something the standard model cannot obviously imitate
— it is what samples the sparse code itself, adaptively, and the security
reduction has to program it. This conjecture says the standard model
can nevertheless supply a weak PCF from sparse LPN, closing the
one respect in which basing a fast PCF on a well-studied assumption
made the model worse.



1 The setting

Weak versus strong, and the free boost. A PCF is graded by
which inputs the adversary controls (Definition 2): a strong PCF must
survive queries of the adversary’s choosing, a weak one only uni-
formly random queries. The gap is bridged by the hash-then-evaluate
paradigm: evaluate the weak PCF at H(x) for a random oracle H,
and arbitrary inputs become random ones. Brzuska, Couteau, Eg-
ger, Karanko and Meyer [ ] study exactly when that boost
can be instantiated without an oracle. The consequence for this
line of work is the one the source names: “Intriguingly, all previous
PCF candidates were secure in the standard model when targeting
only weak security, as the random oracle was used only as a generic
strategy to boost from weak to strong by hashing the input”. The
oracle was a convenience, and dropping the strong/weak distinction
dropped it.

Why the source’s oracle is not that oracle. The source’s con-
struction reaches a superpolynomially long correlation by iterating
a sparse-LPN expansion L times, and the matrices 4,..., 4" of
that recursion are far too large to write down. So they are not writ-
ten down: the i-th row of 49 is defined as the output of a random
oracle on 7, and the outermost matrix has one row per PCF input,
sampled from the oracle at evaluation time. Consistency across
inputs is what this buys — every sampled vector must be a row of
the same product of sparse matrices — and it is why the oracle is
load-bearing rather than cosmetic. The source’s own account: “in
our setting, the random oracle is used adaptively to sample rows of
a product of matrices” via a k-ary hash tree, “and it is unclear how
to replace the RO with standard model primitives. The reduction
from sparse-LPN requires programming the RO, and it is unclear
how the reduction would work otherwise”. The obvious substitution
is named and priced: “for instance, using a PRF instead of a RO
(with key known to all parties) requires a new ‘sparse-LPN with
pseudorandom matrix’ assumption, a plausible but non-standard
variant of LPN”.

The question. Under the heading “Open Questions. We mention
two interesting open questions:”, the source asks second: “Is it



possible to get rid of the random oracle model by settling for a
weak PCF (that is only required to be secure on random inputs)?”

What this page fixes and the source does not. The source asks;
this page states, and fixes the affirmative direction. That choice
is this page’s. A refutation — for instance a proof that any PCF
for VOLE from sparse LPN with superpolynomially many outputs
requires an idealized object — would settle the source’s question
equally well, and would be the more surprising outcome. Two fur-
ther readings are this page’s own. First, the conjecture asks for
superpolynomially many outputs (Conjecture 1), because a weak
PCF with only polynomially many outputs is a pseudorandom cor-
relation generator in disguise and would not answer the question
the source is asking. Second, “from sparse LPN” is read strictly, as
the assumption of Definition 1: a construction whose security rests
on the ‘sparse-LPN with pseudorandom matrix’ variant the source
describes would not settle this, since that variant is exactly the cost
the source objects to paying.

2 Notation and parameters

e A is the security parameter, » the LPN dimension, m the
number of samples, £ the row sparsity, ¢ the noise weight.

* SparseCodeGen(k,m,n,FF) outputs a uniformly random matrix
in F™*" with exactly £ non-zero entries per row.

* Reg,(m,F) is the regular noise distribution: ¢ concatenated
blocks of length m/¢, each a uniformly random unit vector.

* A subfield VOLE correlation of dimension n over Fyr is a tuple
((u,v),(A,w)) withu € F? v,w € FZ,, A € Fprand w—0v = A-u.

o Standard model means the construction and its security reduc-
tion are given no idealized primitive: no random oracle, no
generic group, no ideal cipher.

Definition 1 (Sparse LPN, the source’s Definition 5).
SparseLPN(k,n,m,Reg,,F) is the assumption that

(4,4-s+¢) =, (4,y),

where 4 « SparseCodeGen(k,m,n,F), s < F", ¢ < Reg,(m,F)



and y « F™.

Definition 2 (Weak PCF, the source’s Definition g read
weakly, after [ ). Let M be a reverse-sampleable
correlation. A pair (Gen,Eval), with Gen(1*) PPT outputting
keys (ko, k1) and Eval(o, ks, x) deterministic polynomial-time
on inputs x € {0,1}") is a weak PCF for Y if for every non-
uniform polynomial-size adversary ‘A making at most N (1)
queries, each answered at a uniformly random input x, and all
large enough A, both of the following advantages are negligible:
o pseudorandom Y -correlated outputs: distinguishing the pairs
(Eval(0, ko, x),Eval(1,k1,x)) from fresh samples of V;
o security: for each o € {0,1}, given k., distinguishing
Eval(1 - 0, k1, x) from Y .RSample(o, Eval(o, ks, x)).
A strong PCF is the same with the inputs x chosen by A.

3 The conjecture

Conjecture 1 (Standard-model weak PCF from sparse
LPN). There exist a field Fyr, parameter functions n(1) = poly(1),
m(d), t(1) and k(1), a superpolynomial function N (1), and
a pair of algorithms (Gen,Eval) with keys of size poly(1) and
polynomial-time evaluation, such that (Gen,Eval) is a weak PCF
(Definition 2) for the subfield VOLE correlation over Fyr support-
ing N(A) queries, in the standard model, assuming only that
SparseLPN(k,n,m,Reg,;,F,) of Definition 7 is hard.

Remark 1 (Where the strength sits). Three clauses carry the
content, and dropping any one makes the statement either known or
uninteresting. First, superpolynomial N: a weak PCF for polynomially
many queries follows from a pseudorandom correlation generator,
which sparse LPN already gives [ ]. Second, standard model:
with a random oracle the source itself is the construction. Third,
sparse LPN as stated: the source explains that replacing its oracle by
a keyed PRF buys a new ‘sparse-LPN with pseudorandom matrix’
assumption instead, which does not count.

Remark 2 (The obstruction, as the source states it). The diffi-



culty is not that the oracle boosts weak security to strong — that use
is what [ ] addresses, and is not what is happening here.
It is that the oracle samples the code, adaptively and consistently: the
row of the product 4X) 4~ ... 4(1=7) associated with an input x
is computed by a k-ary hash tree of oracle calls, so that every input’s
row belongs to one and the same product of sparse matrices, chosen
on the fly. The reduction to sparse LPN then needs to program
the oracle in order to plant a challenge matrix inside that tree. A
standard-model substitute has to reproduce both properties at once:
public reproducibility of the code by both parties, and enough of
a handle on its distribution to carry a reduction. The source, and
this page, know of no candidate primitive that does.
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