CONJURA - OPEN PROBLEM

Perfect correctness, deniability instead of secrecy, a one-bit secret

Status. Statement: Al-written from Amos Beimel, Yuval Ishai, Eyal Kushile-
vitz and Hanjun Li, Cryptography with Weak Privacy, IACR ePrint 2025/1978.
Not yet checked by a human. The 2-out-of-n case is settled: Beimel and
Franklin give 1/n-weakly-private schemes with share size 2, against ®(log n)
for perfect privacy. Large thresholds are stated by the source to be open,
and it asks specifically about (z — 1)-out-of-n at share size o(log ).

Category. Secret Sharing.

Conjecture (informal). Weak privacy asks far less of a secret-
sharing scheme than secrecy does: not that an unauthorized set learn
nothing, only that it cannot rule out any secret — formally, that
the probability of any view under one secret is at least p times its
probability under any other. The point of the relaxation is that it is
combinatorial, so lower bounds for it are usually easy, and strong upper
bounds for it therefore rule out combinatorial routes to the notoriously
stuck lower bounds for perfect secret sharing. Beimel and Franklin
showed the relaxation buys a lot at the low end: 2-out-of-n threshold
sharing of a bit needs ©(log n) bits per share with perfect privacy, but
only 2 bits with weak privacy. The source asks what happens at the
other end of the threshold range: can (n — 1)-out-ofn weakly private
sharing of a bit be done with share size o(log n)?

1 The setting

For a monotone access structure, the gap between the best known
lower bound on share size, Q(n/logn) [ ], and the best
known upper bounds is exponential, and has stayed so through
recent progress. The source proposes weak privacy as a tractable
toy version of the same questions: keep perfect correctness, replace
secrecy by the requirement that no admissible secret be ruled out,
and see whether the exponential gaps close.



Its definition is a reparameterized pure differential privacy. A
scheme is p-weakly private (p-WP) if for every unauthorized set 4,
every pair of secrets and every vector of shares for 4, the proba-
bility of those shares under the first secret is at least p times their
probability under the second; p-WP with p = 1 is perfect privacy,
and p-WP corresponds to e-differential privacy with € = In(1/p).
Unlike in differential privacy, the interesting regime here is small p,
and unlike in differential privacy, the comparison is over all pairs
of secrets rather than neighbouring ones.

The relaxation is known to be powerful at the low end of the
threshold range. Beimel and Franklin [ ] construct 1/7-WP 2-
out-of-n threshold schemes with share size 2 for a one-bit secret,
against the ©(log ) share size that perfect privacy requires for the
same access structure [ , R R ]. The
source’s own positive results are for general access structures and
for various restricted families, and its negative results transfer a
known lower-bound technique to the WP setting for decomposable
randomized encodings.

What it does not settle is large thresholds. Its “Open Problems”
list reads: “Beimel and Franklin [g] constructed 1/7-WP 2-out-of-n
threshold secret-sharing schemes with share size 2, leaving the case
of large thresholds open. Is there a WP (z — 1)-out-of-n threshold
secret-sharing scheme with share size o(log n)?”

2 Notation and parameters

o P ={p1,...,pa} is the party set. For 1 < ¢t < n, the t-out-of-n
threshold access structure has I'yes = {4 C P : |4| > t} and
I'o ={4C P:|A] <t}

¢ S is the domain of secrets, with |S| > 2; S1,...,S, the do-
mains of shares.

o The size of the secret is 1og | S|, the share size of party p; is log |S;],
and the max share size is max; log |S;|. Share size below means
max share size.

e p € (0,1] is the weak-privacy parameter, and may depend on
n.



3 The conjecture

Definition 1 (Weakly private secret sharing, [ , Defi-
nition 2.2]). A secret-sharing scheme is a randomized mapping
IT taking a secret s € S to a tuple (shq,...,5h,) € S1 X+ XSy
for A C P, I14(s) is its restriction to the entries of 4. For 0 <
p <1, Il is a p-WP secret-sharing scheme realizing I' = (I'yo, 'yes)
if
o perfect correctness: for every B = {p;,. .., piz} € I'yes there
is a reconstruction function Reconp : §; X - ><S,»wI - S
with Recong (I13(s)) = s for every s € S and every choice
of IT’s randomness; and
o p-weak privacy: for every 4 € I'y,, all 51,59 € S and every
share vector (sh;)y, e,

Pr([y(s1) = (shj)p,ca| = p-Pr[[a(se) = (sh;)p,ea].

A scheme is weakly private if it is p-WP for some p > 0.

Conjecture 1 (Sub-logarithmic weakly private sharing at
threshold n — 1). There is a family of weakly private secret-sharing
schemes (Definition 1), one for each n, realizing the (n — 1)-out-ofn
threshold access structure with a one-bit secret (S| = 2) and max
share size o(log ).

Remark 1 (Both directions are open). The source states this
as a question. A resolution is either such a family — for some
p = p(n) > 0, with no requirement that p be inverse-polynomial —
or a proof that every weakly private (z — 1)-out-of-n scheme for a
one-bit secret has max share size Q(log #). The second direction
would be a lower bound in the weak model, which is precisely where
the source expects lower bounds to be easier than in the perfect
model, and where an obstruction found would be informative about
the perfect case too.

Remark 2 (Where the privacy parameter sits). Definition

quantifies over a fixed p, and the source’s 2-out-of-n benchmark is
1/n-WP with share size 2. The question as the source poses it asks for
weak privacy without pinning p, so Conjecture 1 does likewise: any



p > 0 counts, and a resolution should state the p it achieves. Note
that a scheme is only interesting here if p does not itself smuggle
in the share size — Definition 1 allows p to be exponentially small,
but perfect correctness with max share size o(log n) is the binding
constraint.

Remark 3 (Why the threshold matters, not just the gap). At
threshold 2 an unauthorized set is a single party, and weak privacy
need only be maintained against one share. At threshold n — 1
an unauthorized set is any n — 2 parties, so almost all shares are
seen at once while perfect correctness must still hold for every
set of n — 1. That is what makes the case qualitatively different
from Beimel and Franklin’s, and it is why the source records the
large-threshold case as open rather than as a variant of the small
one. The source’s separate question about general access structures
— whether weakly private schemes with share size o(n) exist for
arbitrary access structures — is not this statement.
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