CONJURA - OPEN PROBLEM

The one unproved step in a quasipolynomial-time decryption attack on
Goppa—McEliece

Status. Statement: Al-written from Ashrujit Ghoshal, Yuval Ishai, Aayush
Jain and Nuozhou Sun, Quasipolynomial Cryptanalysis of the McEliece Cryp-
tosystem (or: PIR Meets McEliece), IACR ePrint 2026/1630. Not yet checked
by a human. The distinguishing attack in the same paper is unconditional
and proved; the decryption attack is heuristic, and what is unproved is
exactly the statement below. Completeness on clean coordinates is proved
(the source’s Claim 6.2); soundness on dirty ones is supported only by a
heuristic dimension count and small-parameter experiments.

Category. Code-Based Cryptography.

Conjecture (informal). The source gives a classical
quasipolynomial-time algorithm that distinguishes a Goppa—
McEliece public key from a uniformly random matrix, in the
asymptotic Classic McEliece regime, and proves it works. It then
extends the same idea from distinguishing to decryption: append
the ciphertext as an extra row of the public matrix and, for each
coordinate, ask whether a certain space of low-degree polynomials that
vanish to high multiplicity at all the other columns also vanishes at
this one. Coordinates where the error is zero are guaranteed to pass —
that half is proved. The attack needs the converse: coordinates where
the error is nonzero must fail, or the linear system it solves at the end
is inconsistent and the message is not recovered. The source states it
has no proof of that, only a heuristic analysis and experiments on
small instances. This is that missing statement.

1 The setting

The McEliece cryptosystem’s public key is a scrambled generator
matrix ¥ = SGgrs(a@,1)P of a hidden algebraic code, and its ci-
phertext is a noisy codeword ¢ = Y + ¢. The source’s attack comes



from a PIR-inspired reformulation: the question of whether one
column of a matrix lies in the span of the others, asked of a Reed—
Muller-encoded matrix, becomes a hold-out test that is sensitive to
the algebraic structure of GRS and Goppa codes. Concretely, one
looks for homogeneous polynomials of degree d whose Hasse jets
of order less than s vanish at every column but one; for a genuine
GRS-derived matrix, Hermite interpolation forces the composed uni-
variate polynomial to be identically zero, so those polynomials must
vanish at the held-out column too, while for a uniformly random
matrix they generically do not. The resulting distinguisher (its Algo-
rithm 1, Theorem 3.2) is unconditional and runs in quasipolynomial
time in the regime m = ©(log ), k = ©(n), t = ©(n/log n).

Its Algorithm 3 turns this into a decryption attack. Append
the ciphertext to the public key, forming 4 = (¥) € F;kﬂ)x", and

run the hold-out test at every coordinate 7. Cocordinates marked
clean are collected into I,;, and the message is recovered by solving
uYI:l =G

One direction of that filter is proved. The source’s Claim 6.2
shows: if s(|I,;| =1) > d - D, where I; = [n] \ supp(e) and D is
the ambient GRS degree bound, then every clean coordinate is
marked clean. The argument is the same Hermite interpolation as
in the distinguisher, applied to the composed polynomial ¢(Z) =
H(fA(Z2),....[r(Z2),f'(Z)) where f" =3, u, f;.

The other direction is not proved. In the source’s words: “For
a dirty coordinate e¢; # 0, we do not currently have a proof that
the hold-out test rejects 7 for either code family”, and again after
Claim 6.2: “To make the linear system consistent, we need Z; to
only contain the coordinates with ¢, = 0. We currently do not
have a proof to lower bound the probability of this event.” What
exists instead is Appendix A: a heuristic dimension and genericity
analysis, which is also what prescribes the choice of 4 and s, plus
finite-parameter experiments on GRS, alternant, wild-Goppa and g¢-
ary Goppa instances at small extension degree. The source reports it
could not run the full attack on a binary square-free Goppa instance
satisfying all its conditions because the matrices were too large.

The stakes are set out in the source’s own open-problems sec-
tion: the distinguishing attack is unconditional, but “the decryp-
tion algorithm is heuristic”, and it asks for “[flurther validation of



the underlying conjectures, or ideally an unconditional proof of
quasipolynomial decryption”. Under the hypothesis, resistance to
both attack types is governed by min{¢,n/t} < v/n, which forces
n = Q(«%) and puts Goppa—McEliece under the same qualitative
quadratic ciphertext-length tradeoff as Alekhnovich’s LPN-based
scheme.

2 Notation and parameters

* ¢ is a prime power, F, the ambient field. For binary Goppa,
g = 2™ and the public matrix is over Fy, viewed over F,.

* n is the code length, £ the public dimension, K the ambient
GRS dimension, ¢ the Goppa degree, m the extension degree.

* D is the ambient degree bound: D = K — 1 in the GRS case
and D = n — 2¢ — 1 in the binary Goppa case.

e d and s are the attack parameters: polynomial degree and
multiplicity order. The regime of interest is m = ©O(logn),
k =0(n), t = O(n/log n) with s,d = ©(log n).

e Api={a e Zio 1 >; a; < s} indexes Hasse derivatives of
order less than s in £ variables, and 9% is the Hasse derivative
with respect to a.

. Pi‘gm is the space of (£ + 1)-variate polynomials over F, ho-
mogeneous of degree exactly d.

* A; is the j-th column of 4; w := |supp(e)[; I,; := [n] \ supp(e)
is the set of clean coordinates, and a coordinate T with e, # 0
is dirty.

3 The conjecture

Definition 1 (The homogeneous hold-out kernel, | ,
Algorithm 3]). For 4 € ngﬂ)xn and 7 € [n], put

K (4) = {H e PR (31 H)(4) = 0 Vj € [n]\{7}, Ya € Acypn .

The test marks v clean if H(A;) = 0 for every H € K™ (4),
and I is the set of coordinates it marks clean.



Definition 2 (The instance distribution). Fix the binary
Goppa parameters (m,n,t) and let ¥ € IF’QCX” be drawn from
the McEliece public-key distribution of [ , Definition 2.4]
— Y = SGP for a generator matrix G of Goppa(e,I'), a uni-
form full-rank § and a uniform permutation matrix P. Let u
be a uniform message, let ¢ be drawn from the scheme’s error
distribution, and let ¢ = uY + ¢ and 4 = (f) The same con-
struction with GRSk (@, 1) in place of Goppa(a,I') gives the
GRS instance distribution.

Conjecture 1 (Hold-out soundness on dirty coordinates). In
the asymptotic Classic McEliece regime m = ©(logn), k = O(n), t =
O(n/log n), there are attack parameters s,d = O(log n) satisfying
the completeness condition s(|I;| —1) > d - D such that, over the
instance distribution of Definition 2, with probability 1 — o(1) every
dirty coordinate is not marked clean: for every T with e # O there
exists H € K™™(A) with H(A4,) # 0.

Remark 1 (What Conjecture 1 buys). Together with the source’s
Claim 6.2, which is proved, Conjecture 1 gives Zl = I,; with prob-
ability 1 — o(1), so the linear system uYI:l = ¢7, is consistent and
(given rank(Y7,) = k) determines . That makes the source’s Algo-
rithm 3 an unconditional quasipolynomial-time decryption attack
on Goppa—McEliece in the stated regime, which is what its open-
problems section asks for. Nothing about the source’s distinguishing
attack depends on this statement; that one is already proved.

Remark 2 (The one-sided variant, and why it does not escape).
The source’s Remark 6.3 gives, for binary Goppa, a modified filter
that avoids needing to reject every dirty coordinate: retain T when
H(A; + &) # 0 for some H € K'™(4), where & = (0,...,0,1)7.
Since 4; + ¢ is the clean point on the hidden curve when 7 is dirty,
the interpolation argument of Claim 6.2 shows no dirty coordinate
is retained — so that side becomes unconditional. But the guarantee
needed then flips: enough clean coordinates must survive, i.e. for
a clean 7 the shifted point must behave like a dirty one, and the
source says the same Appendix A heuristics are what suggest that.
So the variant relocates the unproved step rather than removing
it, and a resolution of Conjecture 1 in either formulation is what



closes the gap.

Remark 3 (Both directions are of interest). A proof settles the
statement. So does a refutation: if for the source’s parameter choices
dirty coordinates are marked clean with non-negligible probabil-
ity, the decryption attack as specified fails, and the source’s own
conditional conclusion about the quadratic ciphertext barrier for
Goppa-McEliece would no longer follow from it (the unconditional
distinguishing attack, and the barrier it implies for public-key pseu-
dorandomness, would stand). A refutation for a specific (d,s) that
still leaves other parameter choices open would be a partial result.

Remark 4 (What the source’s experiments do and do not cover).
Appendix A.4 of the source reports dimension and genericity ex-
periments on small instances of GRS, alternant, “wild Goppa” and
g-ary Goppa families over small extension degree, and reports that
the normalized dirty points behave as the heuristics predict. It also
reports: “We were unable to run the full attack on a binary square-
free Goppa instance satisfying all of” its conditions, the matrices
being too large. So the family that Classic McEliece actually uses, at
parameters where the completeness condition holds, is exactly the
case with no end-to-end experimental support — and a resolution
of Conjecture 1 for binary Goppa is what the source is missing, not
for GRS.
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